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Laga Newsflash 
What to do when there is a personal 
data breach 

 

 

Recent media coverage indicates that more than 27,000 
personal data breaches have been notified to European 

Data Protection Authorities (DPAs) since the EU General Data 
Protection Regulation (GDPR) entered into force six months 
ago. Belgium accounts for 300 of these breaches.  

 
Personal data breaches are a lingering risk in all companies. 

The risk ranges from an email being sent to the wrong 
addressee, the loss of a USB device, to a large scale 

cyberattack resulting in the disclosure of customers’ personal 
data. 
 

Sanctionable statutory obligations apply when preventive 
measures fail and a company faces a personal data breach. 

Reacting adequately and swiftly is thus of paramount 
importance. 
 

The data controller must first evaluate whether the personal 
data breach is likely to result in a risk to the rights and 

freedoms of the persons whose personal data were affected. 
This could, for instance, be the case when credit card data are 
compromised, or when other (sensitive) personal data are 

possibly abused (e.g. records of personnel sick leave, etc.).   
 

If such a risk exists, the data controller must notify the 
personal data breach to the DPA within 72 hours after 
detecting it. In cases of high risk, the data controller must also 

inform the persons affected by the data breach, without 
undue delay. 

 
The risk of sanction for non-compliance is not theoretical, as 
demonstrated by recently publicised cases, which highlight 



that DPA’s do not take personal data breaches lightly. Fines of 
up to 4% of the company’s annual turnover or 20 million euros 

(whichever amount is higher) can be imposed by DPAs under 
GDPR rules. 

 
Laga’s Data Protection team is readily available to help 

companies in determining the right course of action when 
facing a personal data breach. The team can also assist in 
setting up internal procedures to prevent potential personal 

data breaches. 

 

Stijn Demeestere, Advocaat-vennoot/Avocat associé, Tel: + 32 2 800 
71 42, Email: sdemeestere@laga.be 
 
Julien Hick, Advocaat-vennoot/Avocat associé, Tel: + 32 2 800 70 
66, Email: juhick@laga.be 
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A top legal practice in Belgium, Laga is a full service business law firm, highly recommended by the 
most authoritative legal guides. Laga comprises approximately 140 qualified lawyers, based in 

Brussels (Zaventem and Woluwé), Antwerp, Ghent and Kortrijk. Laga offers expert advice in the 

fields of banking & finance, commercial, corporate/M&A, employment, IT/IP, public/administrative, 

insolvency and reorganisations, real estate, tax law, tax and legal services for high-net-worth 

families and individuals (Greenille by Laga), and litigation. Where appropriate to ensure a seamless 

and comprehensive high-quality service, Laga lawyers work closely with financial, assurance and 

advisory, tax and consulting specialists, and with select EU and US law firms. 

 

Laga provides thorough and practical solutions tailored to the needs of clients ranging from 
multinational companies, national large and medium-sized enterprises, financial institutions, and 

private clients to government bodies. 

 

More information: www.laga.be  
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